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o) Qruan ly an toan may chu va ing dung
VW Quilét dinh sé 674/0D-BNV ngay26/ 09 /2024
¢ cua Bo truong Bo Noi vu)

1. Quy trinh quén ly an toan may chu
Budc 1: Vi tri may chu an toan

Dit may chu & vi tri an toan, kiém tra diéu kién 1y tuéng cho may chu nhu:
nhiét dg; khodng céach gilra cac may chu va thiét bi; h¢ thong luu dién ddm bao
cho hé thong hoat dong lién tuc khong bi gian doan. Vi tri dat may chu phai co
khod va giéi han nguoi duge phép vao ra.

Buéc 2: Kiém soat quyén truy cip

Céac quyén truy cap Gng dung, cau hinh, phan mém trén may chi chi dugc
cap cho mot ngudi quan tri duy nhat. Han ché quyén truy cdp vao may chu sé han
ché kha ning may cha bi xAm nhap trai phép.

Buwéc 3: Thiép lap tuong lta

Trén thiét bi tuong lra chi mé cong can thiét cho may chu hoat dong dung
chirc nang.

Buwéc 4: Quan Iy cau hinh may cha

Trén may cht chi nén cai dit cac chtic nang can thiét cho may chi, khong
cai dat nhiéu chirc nang trén cung mdt may chu (AD, FTP Server, Web Server,
DNS Server, ...). Cac may chu nén thong nhat vé cach dat tén, mat khau, cac may
chu cung ving mang nén c6 cung mot dai IP

Budc 5: Bao mat tai khoan nguoi dung

Mat khau cta nguoi ding phai bao gdm chit hoa, chit thudng, s, ky tu dic
biét, dd dai cia mat khau phai trén 8 ky tu, khong dit mat khau dé doan (cac ky
tu lién ti€p nhau:123456, abcde, trung véi tén tai khodn, trung voi ngay sinh nhat
clia quan tri vién,...). Pam bdo rang tai khoan va mat khau chi duy nhat mot quan
tri vién biét.

Budéc 6: Cai dit cac ban va 16 héng bao mat

Pé dam bao an toan cho may chil quan tri vién phai thudng xuyén cap nhat
ban va 16 hong bao mat cho hé di€u hanh, rng dung, phan mém theo khuyén céo
cua cac nha cung cap.

Budéc 7: G bo cac phan mém khong can thiét

Viéc cai dit cac phan mém khong can thiét trén may chu s& ddn dén mét an
toan thong tin, tin tac rat de loi dung cac 16 hong bao mat ctia cac phan mém dé tan
cong hé thong mang, nén chi cai dat cac phan mém thuc sy can thiét trén may chu.

Buéc 8: Sao luu dy phong dir liéu, cau hinh may cha



Sao luu du phong dit liéu, cu hinh may chu dé dam béao cac thong tin quan
trong khong bi mat va dé dang phuc héi lai khi cé su c6 v€ an toan thong tin xay ra.

Bwéc 9: Giam sat lién tuc

Thuong xuyén, lién tuc giam sat cac hoat dong cua may chu, nham muc
dich phat hién céc hanh vi bat thudng trén may chu nhu: Tai khoan la dang nhép
vao may chu, luu lugng truy cap vao ra Internet tang dot bién,...

2. Quy trinh quan ly an toan ing dung
Bwde 1: Xac thuc

- Thiét 14p cAu hinh tng dung dé xac thue nguoi sir dung khi truy cap, quan
tri, cau hinh ing dung;

- Luu trit c6 ma ho4 thong tin xac thuc hé thng;

- Thiép lap cau hinh img dung dé dam bao an toan mat khau ngudi st dung,
bao gom cac yéu cau: Yéu cau thay doi mat khau mic dinh; thiép 1ap quy tac dat
mat khau vé sé ky tu, loai ky tu; thiép 1ap thoi gian yéu cau thay doi mat khau;
thiép 1ap thoi gian mat khau hop 1¢;

- Han ché sb 1an dang nhap sai trong khoang thoi gian nhét dinh véi tai
khoan nhat dinh;

- M3 ho4 thong tin xac thyc trudce khi giri qua moi truong mang;

- Thiép 1ap c4u hinh ing dung dé ngan can viéc dang nhap tu dong d6i voi
cac ung dung, dich vu cung cap va xur Iy dit liéu quan trong trong hé thong.

Bude 2: Kiém soat truy cap

- Thiét 1ap hé thong chi cho phép str dung cac két ndi mang an toan khi truy
cap, quan tri trng dung tur xa;

- Thict Iap gi¢i han thoi gian cho (timeout) dé dong phién két ndi khi tng
dung khong nhan duoc yéu cau tir nguoi dung;

- Gidi han dia chi mang quan tri dugc phép truy cap, quan tri tng dung tir xa;

- Phan quyén truy cap, quan tri, st dung tai nguyén khac nhau cua ing dung
vo1 nguoi st dung/ nhom nguoi st dung c¢o6 chire nang, yéu cau nghi¢p vu khac
nhau;

- Giéi han s6 lugng cac két ndi dong thoi (két ndi khoi tao va da thiét 1ap)
d6i voi cac ung dung, dich vu may chu cung cap.

Budée 3: Nhat ky hé thong

- Ghi nhat ky hé théng bao gom nhimg thong tin co ban sau: Thong tin truy
cap tng dung; thong tin dang nhap khi quan tri tng dung; thdng tin cac Ioi phat
sinh trong qua trinh hoat dong; thong tin thay doi cau hinh tng dung;

- Quan 1y va luu trir nhat ky hé thong trén hé thong quan ly tap trung;
- Nhat ky hé thng phai dugc luu trix trong khoang thoi gian t6i thicu 14 03 thang,



Budc 4: Bao mat thong tin lién lac

- M4 hoa théng tin, dit liéu (khdng phai la thong tin, dir liéu cong khai)
trudc khi truyen dua, trao d6i qua moi truong mang; st dung phuong 4n ma hoa
theo quy dinh vé bao vé bi mat nha nudc dbi vai thdng tin mat;

- Str dung két ndi mang an toan, bao dam an toan trong qua trinh khai tao
két n61 kénh truyén va trao doi thong tin qua kénh truyén.

Buéc 5: Chong chdi bo
St dung chir ky s6 khi trao d6i thong tin, dir liéu quan trong.
Buéc 6: An toan tmg dung va mé ngudn

- CO chire nang kiém tra tinh hop 1é caa thong tin, dit lidéu dau vao trudc khi
Xt ly;

- C0 chure néng kiém tra tinh hop 1& caa thong tin, dir liéu dau ra trude khi
guri Vé may yéu cau;

- C6 phuong an bao vé tng dung chdng lai nhitng dang tan céng phé bién:
SQL Injection, OS command injection, RFI, LFI, Xpath injection, XSS, CSRF;

- C6 chire ning kiém soat 161, thong bao 15i tir tng dung.
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